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Reduce Internet Abuse in the Workplace? 
Dinesh Mirchandani. Ph.D. 
Department of Management. Seidman School of Business 
Introduction 
Internet abuse in the workpbce is defined as sending or receiving non-work related e-mails, accessing non-work related web sites, and subscribing or contributing to non-work related 
Internet discussion groups during work hours while using a com­
pany's electronic resources. Several recent articles have discussed 
the dangers of Internet abuse in the workplace (Verespej, 2000; 
Marsan , 2000). These articles have highlighted the losses in 
corporate productivity as well as the risks of damaging lawsuits to 
companies due to such abuse Many companies, however, seem to 
have no clear vision of how to cope with Internet abuse though 
some like Xerox Corporation are now beginning to s tric tly 
implement their Internet access poliCies by taking measures such 
as firing employees who violate them (Merlino, 2000) 
Research suggests that the occurrence of Internet abuse may be 
viewed as a kind of systems risk, i.e., the likelihood that a firm's 
information systems (IS) are insulficienLly protected against certain 
kinds of damage or loss. And as with systems risk, managers are 
generally unaware of the full range of actions they can take to 
reduce Internet abuse (Straub and Welke, 1998). One particular 
research theory drawn from the field of criminology, the general 
deterrence theory, suggests that sanctions and disincentive measures 
can reduce systems abuse by making potential abusers aware that 
their unethical behavior wi ll be detrimental to their own good 
(Pearson and Weiner, 1985) 
According to this theory, strategies that can be adopted to reduce 
systems risk fall into four distinct, sequential activities deterrence, 
prevention , detection, and remedies. Dele/Tent measures include 
policies and gUidelines for proper system use. They tend to be 
passive in that they have no inherent provision for enforcement. 
They depend wholly on the vvillingness of system users to comply 
Preventive measures include, for example, locks on computer room 
doors and password access controls. They are active measures with 
inherent capabilities to enforce policy and ward of illegitimate use, 
If deterrent and preventive measures are unsuccessful in containing 
abuse, then detection measures can be deployed. These include 
proacrive security responses such as suspicious activity reports, 
system audits and virus scanning reports, or reactive responses 
such as detective work after a documented breach in security 
These measures gather evidence of abuse and identify perpetrators 
Finally, remedies are measures that can conect the harmful elTect of 
an abusive act and punish the perpetrators. Internal actions 
incJude warnings, reprimands, and termination of employment. 
Legal actions 
include criminal 
and civil suits 
(Straub and Welke, 
1998) Thus a com­
pany can start by 
deplOying deterrent 
measures. If these 
are not successful 
in warding off 
abusers, the com­
pany can then use 
preventive, detec­
tive, and finally 
remedial measures , 
which in that order 
proceed from being 
milder to stronger. 

There is, however, limited evidence available in practice to demon­

strate the elTectiveness of these four techniques despite their strong 

theoretical basis This research thus seeks to support empirically 

the general deterrence theory in the context of Internet abuse. Its 

majOr contribution lies in the implications it provides for practic­

ing managers. 

Methodology 
A two-part methodology was adopted for this study that consisted 
of interviews with local managers to gather qualitative data and a 
field survey of end users to gather quantitative data . Structured 
interviews were first conducted with managers of 66 companies 
that proVided their employees Internet access in the workplace. 
Forty-six of these companies were in the service sector, and the 
remaining were in the manufactUring sector. These companies 
ranged in size from small « 500 employees, n = 38, jl = 113 
employees), to medium (between 500 and 1000 employees, n = 6, 
jl = 871 employees), and large (>1000 employees, n = 8, jl = 
12,517 employees) Of the managers interviewed, eight were IS 
managers and the remaining were non-IS managers. These man­
agers were asked to describe the measures their companies were 
taking to reduce Internet abuse at work by the employees . A total 
of 18 measures were identified by the managers as actions their 
companies took to reduce Internet abuse These are shown on the 
follOwing page in Table 1. 
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Table 1 Measures that Grand Rapids Companies are Taking to Reduce Internet Abuse 
%of Companies 
Measures that Grand Rapids Companies are Taking to Reduce Internet Abuse using this measure 
To have a written company manual/policy sheet/employee handbook/memorandum 42.2 
stating that the Internet at work is to be used for work related purposes only 
To have managers reprimand employees who abuse the Internet at work 29.2 
To monitor with special software all the web sites visited by employees 26.6 
To limit Internet access to only certain employees upon their supervisors' consent 25.0 
To take away Internet privileges of employees who abuse the Internet at work 24.0 
To block access to non-work related and offensive web sites by using internet filters 23.4 
To terminate employees who abuse the Internet at work 22.4 
To have employees sign forms stating that they will abstain from visiting offensive web sites while at work 21.4 
To monitor with special software all the e-mails of employees 20.8 
To have employees agree to accept the company's "Internet Use Policy" when logging into their computers 
To allow but limit personal Internet usage to employees in their free time, after work hours, or in emergencies 
To monitor electronic files downloaded on the computers of employees to identify if they are non-work related 
To monitor with special software what every computer in the company is being used for at a particular time 
To have employees who access Internet enabled computers at work to log their name, time in, time out, and 
the reason for using the internet 
To use an "Internet cop" to police the workplace for Internet abuse 
To arrange seminars, staff meetings, and show videotapes to educate new and old employees about internet abuse 
To have employees with Internet access at work fill out weekly log sheets describing their Internet usage 
18.7 
17.2 
16.7 
15.1 
6.8 
5.7 
4.7 
1.6 
To watch on cameras all employees using computers 0.5 
In the second part of the study, whi te collar office workers from 
192 companies in the Grand Rapids area ra ted the perceived 
effectiveness of each of the 18 measures in redUCing Internet 
abuse in their companies. As the general deterrence theo ry 
predicts, measures that were preventive, de tective , or remedial 
in nature were rated to be the most effective Measures that 
tended to be deterrents showed up at the bottom of the tabl e. 
The 18 measures ranked according to their perceived effective­
ness are shovm in Table 2 on the follOWing page 
Discussion and Implications 
This research helps a practicing manager idenLify the measures that 
may be the most effective in redUCing Internet abuse in the work­
place. It also provides a perspective of what other companies and 
managers in Grand Rapids are doing to cope vvith this problem. An 
interesting revelation of the research is the wide breadth of measures 
that companies are using to reduce Internet abuse. Some of these 
measures may even seem to infringe upon the rights of employees 
(such as monitoring their screens and keystrokes), which raises 
concern about their ethicality Should companies have to act as "Big 
Brothers" to their employees? Or could other means be used to 
reduce abuse? For instance , several companies allow but limit 
personal Internet usage to employees in their free time, or after 
work hours, or in emergencies. A "kinder, gentler" company could, 
in fact, make its employees loyal and more productive. 
An interesting point to note is that the mOSt widely used measure 
of having a written company policy barring Internet abuse (utilized 
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Table 2 Perceived Effectiveness of Measures to Reduce Internet Abuse 
Perceived Effectiveness of Measures to Reduce Internet Abuse Mean Std. Dev. 
To block access to non-work related and offensive web sites by using Internet Filters 
To terminate employees who abuse the Internet at work 
To take away Internet privileges of employees who abuse the Internet at work 
To monitor with special software all the web sites visited by employees 
To monitor with special software what every computer in the company is being used for at a particular time 
To monitor electronic files downloaded on the computers of employees to identify if they are non-work related 
To have managers reprimand employees who abuse the Internet at work 
To monitor with special software all the e-mails of employees 
To limit Internet access to only certain employees upon their supervisors' consent 
To allow but limit personal Internet usage to employees in their free time, after work hours, or in emergencies 
To have employees who access Internet enabled computers at work to log their name, time in, time out, and the 
reason for using the Internet 
To watch on cameras all employees using computers 
To use an "Internet cop" to police the workplace for Internet abuse 
To have a written company manual/policy sheet/employee handbook/memorandum stating that the Internet 
at work is to be used for work related purposes only 
To have employees sign forms stating that they will abstain from visiting offensive web sites while at work 
To have employees agree to accept the company's " Internet Use Policy" when logging into their computers 
To arrange seminars, staff meetings, and show videotapes to educate new and old employees about Internet Abuse 
To have employees with Internet access at work fill out weekly log sheets describing their Internet usage 
5.24 1.72~l 
5.11 1.94 
4.87 1.64J[ 

4.85 1.53 
4.61 Jl 1.82 
4.60 1.71 
4.57 ][ 1.58 
4.51 1.74 
4.30 1.86J[ 

4.14 1.82 
3.92 I 1.70 
3.89 2.16 
~r 
3.83 1.89 
3.70 1.73 
3.60 1.69J[ 

3.55 1.65 
3.09 1.55J[ 

2.91 1.58 
by nearly 42% of the respondent companies), is also considered to 
be one of the least effective. This clearly suggests that companies 
need to give teeth to their policy statements rather than providing 
mere lip service. In conclusion, it helps to visit a practical consider­
ation. Most companies already have the means to track the Internet 
usage of their employees but choose not to do so simply because of 
the amount of work involved. At presel1t, the average cost of 
Internet abuse to a company is estimated to be the annual salary of 
one employee. Thus, it may not be justifiable to add a new person 
to the IS department simply for eliminating the cost of Internet 
abuse Eventually, the company has to decide if the risks from 
abuse are worth the trouble of monitoring employees. 
References 
Marsan, C. D. (2000), "Employee study cites rampant Internet 
abuse," Network World, April 24, 17, p.38. 
Merlino, L. (2000) , "Employers laid back over Internet abuse," 
Upside, 12(5), p 46. 
Pearson, F S. and Weiner, N. A. (1985), 'Toward an Integration of 
Criminological Theories ," Journal of Crime and Criminology, 
Winter, pp. 116-150. 
Straub, D. Wand Welke, R J. (1998), "Coping with systems risk: 
planning models for management deCiSion-making," MIS 
Quarterly, December 1998, pp. 441-469. 
Verespej, M. A. (2000), "Internet surfing," Industry Week; 
Cleveland; Feb 7, 249(3) , pp. 58-64. 
m 
www.gv5u.edu/ssb/ 
